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AGENDA

Risks

• Profit

• Share price

• Data integrity

• Operation

Business case

• Avoid profit loss 

• Avoid share price decline 

• No downtime
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ERP BREACHES ARE NOT HAPPENING?
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BUSINESS RISKS – DATA INTEGRITY – LOSS OF AUDIT TRAIL AND DATA RELIABILITY
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BUSINESS RISKS – PROFITS

• Profits decrease when attack is identified

• Between 7-25% of profits
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A.P. Moller – Maersk
Revenue: ~ $ 39 billion
Employees: ~ 80.000

Demant A/S
Revenue: ~ $ 2,22 billion
Employees: ~ 15.000



BUSINESS RISKS - SHARE PRICE

• Share price decrease

• From 10 -30% 
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ISS World Services A/S
Revenue: ~ $ 10,9 billion
Employees: ~ 480.000



BUSINESS RISKS – NO IT SUPPORT OPERATION

• Cyber attack has high (Highest?) impact on operation
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10KBLAZE: RISK, PROBABILITY AND IMPACT

April 19, 2019
Lower Risk Critical Risk

Impact ImpactProbability

Probability
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BUSINESS CASE – AVOID PROFIT LOSS

• Average cost for ERP Cyber security protection is 0,5-1% of the profit loss

BUSINESS CASE – AVOID SHARE PRICE DECLINE

• Average cost for ERP Cyber security protection is 0,01-0,02% of the loss in market value

BUSINESS CASE – AVOID EMERGENCY AND CLEAN UP COSTS

• Average cost for ERP Cyber security protection is 0,5 - 2 % of the Emergency and clean up costs
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BUSINESS CASE – NO DOWNTIME

• Cost for an ERP Cyber security system is 1-5 hours of downtime for 2/3 of companies
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SHOULD AN ATTACK HAPPEN

• All the risks will occur

• Profit loss – up to 25%

• Share price decline – up to 30%

• Limited access to operation processes - € 100 thousands

• Emergency and clean up costs - € millions

All the risks are calculated individually against the cost, if the combined cost of the risks are compared 

against the cost of running an ERP cyber security solution, which is the same for all risks, is the business case 

even stronger.
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CALL TO ACTION NOW: ARE YOUR ERP SYSTEMS SECURE?

• Get an assessment of your ERP system – Business Risk Illustration (BRI)

• € 15.000

• Executive Overview

• 1) do you have known risks? and 2) next steps

• Rules of engagement

• Senior level commitment

• Technical verification of findings (do we have it: yes/no)

• Discuss outcome (risk to the business) and next steps

• Nordic ERP Cyber security campaign

• First Nordic customer to sign up in 2020 will get 50% discount

Leading ERP Cyber security vendor for SAP and Oracle 
+300 customers incl. Ericsson, Mölnlycke, Sanofi
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Donnie M. Lund
E: Donnie.Lund@1digitaltrust.com
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M: +45 5219 5118

Stefan A. Sønderup
E: Stefan.Soenderup@1digitaltrust.com
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APPENDIX



ASSESS 

• Native code, interface, 

transport and system 

assessment

• Identify 

misconfigurations and 

vulnerabilities and 

measure business impact

• Streamline remediation 

of code and system 
vulnerabilities

COMPLY

• Define, manage and run 
compliance policies

• Automate the continuous 

process of testing and 

validating compliance 

controls

• Receive alerts on 
compliance failures

DEFEND

• Continuous monitoring for 

cyberattacks, privilege 

misuse and material 

weakness

• Investigate, respond and 

mitigate incidents

• Automate alarm 

notifications and SIEM 

integration 

CONTROL

• Manage and control 

change to ensure system 

stability and integrity

• Lock/block changes to 

prevent security and 

compliance issues

• Automated remediation of 

code, configurations and 
vulnerabilities 

Asset 

Discovery

Reporting & 

Analysis
Scheduling & 

Workflows

Users & Role 

Management
Ticketing/SOC 

Integration

Management Functionality

ONAPSIS PLATFORM MARKETECTURE: ONAPSIS PACKAGES
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