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Introduction to
financial audit of SAP




Compliance requirements are multi-
layered in the business as well as in the
IT environment.

The requirements also apply to vendors.

Compliance requirements trigger the
need for internal controls.

SAP audit update
PwC
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Getting the right balance in controls

Monitoring
& Manual
Controls

Access Controls &
Seggregation of Duties

IT General Controls (continuity, change
management, security etc)

SAP audit update
PwC

Monitoring
& Manual Controls

Access Controls &
Seggregation of Duties

IT General Controls (continuity, change
management, security etc)

Preventive controls
(before the event)

Security roles Workflow

Segregation
of duty
Function up

Module set-

Detective controls
(after the event)

Segregation Alerts based
of duty on compli-
Function ance rules

Utilisation Database
KPIs logging
June 2021
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Current audit focus
areas — deep dive:
Segregation of Duties




Authentication vs. Authorization

What is AUTHENTICATION?
* Relates to who you are

« Determines whether you can get into SAP

B_ ~/ ]
I—
/ —
—
e — X ——
Authentication Authorization
Who you are What you can do

PwC 8



Authorizations and Segregation of Duties

Business SOD Activity is segregated from Activity
Rule Maintain Purchase Order Approve Purchase Order
i E
Ability 1 Ability 2
Create PO Release PO
T T
1
0 Function Function Function Function Function
e (TCode) (TCode) (TCode) (TCode) (TCode)
ME21N ME?25 ME27 ME29N ME?28
Object 1 Object 2 Object 3
M_BEST BSA M_BEST_EKG M_BEST_EKO
1

Field Value Field 1 Field 2

] | EKORG ACTVT
eve 100, 200 01 — create
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Authorization objects

Authorization objects are the basic building blocks of SAP security, and allow you to define complex authorizations. SAP is
delivered with about 1500 authorisation objects! They are used to grant access to:

! i For a In a
Completed i Certain . 2
Authorization | | RIS specific specific
(Object + action context
Field Values)

All authorization objects are named based on 3 structures, e.g. F BKPF_BUK:

Modul _ Business BKPF = Accounting e — BUK = Company
SRR F=Finance object documents OMEX 1 code

All authorization objects related to Accounting documents in Fl start with F_ BKPF_

PWC 10



Production system/instance

SAP structural relationships g e

Client-specific master,

transactional and

What is a Client? customising data

» Highest organizational level in SAP

» A self-contained commercial, organizational,
and technical unit within an SAP System.

 All business data within a client is protected |
Chart of Accounts 2 Chart of Accounts 3
e Each client has its own master data, which

can be considered as the exclusive property F‘

Business Area Business Area Business Area Business Area
1 2 3 4

Human

Resources

PwC 11



Transaction codes

The underlying structure of SAP is a collection of programs which we can directly access through transaction codes
(“Tcodes”). TCodes can be either executed directly using the command field or indirectly through on-screen menu path
based navigation. In SAP, there are often multiple different transactions that can perform the same function.

Standard vs. Custom Transactions

Documen t Edit Goto Extras Seftings  Engironment  System  Help Dacumen t Edit Goto Exras Sefings  Ersironment Systern  Help E’mmm M Gob Ddas Selings Enooment Sk, e . .
© 3 0ECc0e DHE 6608 B0@ & 24008 SHE S660 DB @6 -0 eee Gik D0AAIOH 0 + Custom transactions can be configured to
Post Document: Header Data Post with Clearing: Header Data Enter GiL Account Document: Company Code 1000

| Heid aocument |[ Acctmonel |[£% FastData Enty || [£1 Postuit reference |7 Edting options | [ Ghooss opan items || Acstmodel | 3 v 53 Copay o 8 v [ it [ [ 7 it o eXeCute C uStO m (I . e .y CI | e nt m a.n a.g e m e nt
DocumentDate || 3) Type [®]  company Code Docurnent Date || ) Type [E|  company Code _ M o

Posting Date 09.03.2008] Period |3 |  CumencyRate  [EUR | ] Posting Date 09.03.2008) Period (3 | CurencyRate  EUR | ] (e ] el d I p d) p g t t t d d
Pl ST posingDale__ T ‘ e ] N evelope rograms or 1o execute standar
Reference | Gross-CC no. Reference ] Cross-CC no [ J Refrence .

Dos Hoader Tot ‘ Dox Heatler Tes \ e — Tt (| e.. SAP develo ped) programs
Tragngpanes | | Clearing tet | CussCOne, o g ten )

CompzrCode 1000 IDESAG Frankiirl

ST — == + Custom TCodes usually begin with Y* or Z*,
@ Incomin 9 payrment I] w .
Sir—— = T i— or can be delivered through a non-SAP
= i H namespace that's registered with SAP.
= : x
M| g o0 & ;
e EED | = — - » Custom transactions generally represent a
Pstiy | |Account soLind | | TTyne [ ] ‘ Pstiy | |Account | |8GLind | | TTvpe ] o EEE g8 b

higher security risk.

Post document
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Segregation of duties is simple

PwC

Record Keeping Master Data

Creating and maintaining Access to and/or control
transactional records over master data

Segregation of Duties

Authorization Reconciliation

Reviewing and approving Ensuring that transactions
transactions or master data are valid, complete and
accurate

SoD Combinations - General Ledger

Post Journal Entries

Post Parked Document

»

~—__

—

GL1

GL2

T~
o

GL4

Maintain Accounting Periods

»

»

GL3

»

Maintain G/L Accounts

Maintain Parked Document
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Segregation of duties is complex

Create/change purchase requisition Create contract/scheduling agreement
/ \
Pul
-— Pu3
Release purchase requisition Pu2 Pu4 Release contract/scheduling agreement
Pricing in purchases % Pu5 > Process purchase order - Pu7 » Release purchase order
Pu9 \
Pu6 ¢ Pus
Process goods receipt
Process supplier invice/credit memo (MM) /
Park inwice (MM) = Pul2 » Process parked inwice (MM)

Release blocked inwice (MM) <—————Ppy14 / Pul0

Process supplier invoice/credit memo (Fl)
Park inwice/credit memo (FI) <—py13 > Post parked inwice/credit memo (FI)

Process supplier invoice/credit memo (MM)

\Release blocked inwice (FI) <«+«—Pul5

Pull Pul6

\ / Payment processing

Vendor master data maintenance = < Pul?7 >

Check management

PwC
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Complexity increases with more add-on applications

SAP
SuccessFactors

Field

SAP

Finance Cloud

SAP
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Cloud-based

PwC
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Risk assessment is key

PwC

SoD Risk Assessment

When assessing the risk of any given combination of duties, the potential
impact as well as the likelihood of the risk should be considered.

Likelihood

The likelihood that any given combinations of duties will be used by an individual
to perpetrate and to conceal errors or fraud in the normal course of their duties
is divided into two categories

Likelihood Description

The event or events are likely to occur, e.g. if the
Probable combinations of duties are easy to exploit for direct or indirect
personal gain or if the risk of being caught is low.
The chance of the event or events occurring is slight, e.g. if
Remote the combinations of duties require collusion of others to gain
personal benefits or if the risk of being caught is high.
Impact

The potential impact (financial, business, operational etc.), if any given
combination of duties is exploited can be divided into three categories:

Impact Description

High impact risks may result in significant financial losses due
High to loss of costly assets, disruption of operations or fraudulent
activities etc.

Medium impact risks may result in financial losses due to loss

Taking likelihood as well as impact into consideration, the following matrix can be used to
categorize the risk of any given combinations of duties being exploited:

RISK CATEGORY MATRIX

= D B
m
a § Likelihood: Probable Likelihood: Probable
o| % Impact: Low Impact: Medium
o
T
=
b
¥
Z|g F E C
5 Likelihood: Remote Likelihood: Remote Likelihood: Remote
o
Impact: Low Impact: Medium Impact: High
Low Medium High

IMPACT

Risk Category Description

High

High risk SoD conflicts are defined as combinations of duties where the
Likelihood is Probable and the Impact is High (Category A)

Medium risk SoD conflicts are defined as combinations of duties were the

noticeably affect operations.

Medium of assets, disruption of operations or fraudulent acivities efc Medium Likelihood is Probable and the Impact is Medium (Category B) or where the
' Likelihood is Remote and the Impact is High (Category C).
Low impact risks may result in the loss of some assets or may pr _risk SQD conflicts are defined as gombinations of duties werg the
Low Low Likelihood is Probable and the Impact is Low (Category D); or duties were

the Likelihood is Remote and the Impact is Low or Medium (Categories E

16



Process for handling SoD

PwC

Business SoD
requirement

Translation of SoD tool
Business SoD

into technical >
System access

User access right
to application(s)
(by user)

User
exceptions
arising

Mitigating
control

17



Approach to designing mitigating controls

No Deactivate or
Switch to Low
Risk

Is the risk truly a risk for
compliance requirement?

| Determine the

controls in place
Yes that mitigate l
Scenario 1: Scenario 2: Scenario 3: Scenario 4:
No intent to grantaccess. Some Users Require Remediation of Access Full Detective Controls
Access Occurring

Management does not intend
that any users receive access
to the risk. No mitigating
controls should be created.

The SOD is enforced partially
in the environment, most
users do not have the access,
however some need it.

Detective controls (mitigating)
are put in place for these
users.

Management intends to
enforce the SOD however
most users currently have
access as the business
processes require redesign
and/or the access
remediation.

Detective controls (mitigating)
are put in place while
remediation occurs.

| > Mitigation < |
Process

Management has detective
controls in place that fully
mitigate the associated risk.

Management does notintend
to segregate the accessin
the system to mitigate the risk
in a preventive manner.

18
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SoD process
supported by tools
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TOOL SUPPORT IN AN AUDIT PERSPECTIVE

What to gain from using tools in the preparation for audits?

Support you to
pporty What to gain from using tools in

Maturing your the preparation for audits?
compliance processes

Standardisation of compliance
processes

Organize & mature organisation

Involve & delegate
Documentation & structure

Transparency & information
sharing

Preparation for the audit
Best practice

Three line model
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RISK DEFINITION

Authorizations and Segregation of Duties

Business SOD Activity s segregated from Activity
Rule Maintain Purchase Order Approve Purchase Order
2 2
Ability 1 Ability 2
Create PO Release PO

Function Function Function Function Function Function
L | (TCode) (TCode) (TCode) (TCode) (TCode)
eve ME21N ME25 ME27 ME29N ME28

Object Object 1 Object 2 Object 3
Level M_BEST BSA M_BEST EKG M_BEST _EKO

- Field 1 Field 2
Az vl EKORG ACTVT

Level 100, 200 01 — create




RISK DEFINITION

Function A

Payment to Vendor
Function C

Maintain Purchase order
Function E

Payment from Customer

Funcionality details

2@F1
() F_BKPF_BUK
() F_BKPF_KOA
S@F
() F_BKPF_BUK
() F_BKPF_KOA
2@ F07
—h () F_BKPF_BUK
() F_BKPF_KOA
2@
21 F_REGU_BUK
® BUKRS
® FBTCH
4 () F_REGU_KOA
2 @ FLis
() F_BKPF_KOA
() F_REGU_BUK

adhc nor wna

Values

Automatic Clearing without Currency

Accounting Document: Authorization for Comp...

Accounting Document: Authorization for Accou...

Post with Clearing

Accounting Document: Authorization for Comp...

Accounting Document: Authorization for Accou...

Post Qutgoing Payments

Accounting Document: Authorization for Comp...

Accounting Document: Authorization for Accou...

Parameters for Automatic Payment

Automatic Payment: Activity Authorization for C...

02, 11, 12, 14, 15, 21, 24, 25, 26, 31

Automatic Payment: Activity Authorization for A...

Automatic Scheduling of Payment Prog

Accounting Document: Authorization for Accou...
Automatic Payment: Activity Authorization for C...

Rusbnmnabic Moumnnnks & ki, Rathnsizatinn fne &

and post a customer payment on it.

Creating a fictive bank account

Function B

Vendor Master Maintain
Function F

Bank Master Maintenance

nagarro= DigitalTrust

Vendor Master Maintain
Function D

v

[5) Edit risk ID 00669 for SoD functionalities

Group
Name of risk
Risk description

System reaction

Message

Approval expires

Mitigation description

Origin

kA update

Finance ¥ @ Ceate group

F119 - Bank Master Maint. AND Payments from Custo  Risk Level High ~A

Potential fraud by creating a fictious bank account and post a customer
payment on it.

Approval Workflow

This access can be assinged but monthly control is needed.

© Select approvers

Never 25 Auto renewal

4 eyes priciple a different employee check 10 different samples of changes to
Bank masterdata and that the needed and relevant documenations, Which

Initiated the changes is present.

Complianceliow ruleset

Active [

@ cancel

Functicnality details

=@ FCHI
() F_PAYR_BUK
=@ FI01
g F_BNKA_MAN
= @ Fl02
=y F_BNKA_MAN
® ACTVT
= @ FI06
(g F_BNKA_MAN
=@ F112
= (g F_BNKA_BUK
) 5_TABU_DIS
= @ ZXMIL_M_OBIECT
() S_ASAP_RF
= @ ZXMII_M_OBIECT
g 5_DX

Values

Check Lots

Check Management: Action Authorizatio...
Create Bank

Banks: General Maintenance Authorization
Change Bank

Banks: General Maintenance Authorization
02

Set Flag to Delete Bank

Banks: General Maintenance Authorization
Change House Banks/Bank Accounts
Banks: Authorization for Company Codes
Table Maintenance (via standard tools s...
Define monitering object

Implementation Assistant: Roadmap (Ty...
Define monitering chject

Data Transfer Workbench

& Fer0Z

& FAROT

4 [2] F119 - Bank Master Maint. AND Payments from Customer

Potential fraud by creating a fictious bank account and post a customer payment on it.

Bank Master Maintenance

Payments from Customer
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RISK LIBRARY

Existing
Tool vendor Baseline Risk Library customer

*  Most important & common risks rule-set

* Supporting the core business processes in SAP (Finance, Procure to
Pay, Order to Cash, HR & Payroll, Basis & Security)

*  Risk library will typically consist of SoD functionalities and critical Customer
access modifi-

Vendor .
cations

* Continuous being updated — also supporting S/4HANA (Services) Control

*  Avoid the SoD chaos

rule-set

BIG Four Risk Library Big Four
delivered

* Align with own auditor requirements
rule-set

* Auditor risk library can typically be integrated in your SoD engine

Company specific risk
library



ACCESS CONTROL — PREVENTIVE PROCESS

User Change

Role Change

o %

N

Preventive
check log

Preventive
check

Risk Library

==

Identified risk processed for
approval

EN g,

Risk Library
check log

v

. ail
otification =

Mail

Workflow

8 Display
/ message

System
Reaction

° Documentation

required

Full stop

(Q6) nagarro= DigitalTrust

Approver /
substitute

Approval Rejection

Legacy Risk User
Management updated

Preventive
check log
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LEGACY RISK MANAGEMENT
e N\ s N
‘v Non approved risks ‘ ]
4 N N [ N N [ )
Pre SoD Changes Role & Recurrent Separate
A implemen to risk auth access risk IdM o
g tation library changes review process g
€ |\ J J J AN /| g
o3 \ 4 \ 4 \ \ 4 \ 4 rn
3 =
E >
2 Legacy Risk Management g
) 2
=
[ CN Access Control Workflow Approval }
. J . J




IDM INTEGTEGRATION - IS THIS A GOOD IDEA?

Access Control API for IAM

Request analysis

g Request
=] Access
5
E Mo Approve Ves
oy Reject request Approve
=X
fes
Nofifify approver
Y
Y
i Motify

= Process Assign roles to Is there a ’
= request user conflict? No— Assign roles to user stakeholders and

end process

Access Control

Perform SoD Return SoD result

analysis

h

Deactivate AC
preventive check and
assign roles to user

AC activities:
Update preventive
check log

(Q6) nagarro= DigitalTrust

Integration Risk Management (SoD) with
User Provisioning

One guarantee — complexity goes up!
It is two different needs

*  Access Approval
*  Risk Approval

Access Approver are not necessary the same
as Risk Approver

Does it have the same urgency for approval?

Where do you want the risk approval to be
executed
* InlIdM or SoD tool?

*  How to handle legacy risk?



The SoD method &
best practices




1DIGITALTRUST’S SOD METHOD - BEST PRACTICE

2.

\

ComplianceNow Usage
Monitor

(used Transactions)

ComplianceNow Usage
Monitor

(used Transactions)

DT

Definition of
Job Roles for the
business departments

|

Definition of
functional
Single Roles

\‘:\\m\\\

\‘\‘\1\‘\‘\‘\‘\\\‘%\\‘?\\‘?\\‘?\1\\

ComplianceNow Best
Practice SoD Risk-
Catalog

\\1\‘\1\‘\‘\‘\1\‘\\“\\‘?\\‘?\\‘?\\‘?\\‘?\\\

ComplianceNow-
Input

.
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ComplianceNow ComplianceNow Usage
Authorization Proces Monitor
Manager (used Transactions)

_

Assignment of Roles to
Test roles SAP User

(Mass Change)

¥

_

* From customer’s role owners
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SOD PROJECT PLAN EXAMPLE

Week 1 | Week 2 | Week 3 | Week 4 | Week 5 | Week 6 | Week 7 | Week 8 |Month 3|Month 4
Hours
Activity Total
Project management (1 day pr. week)
Analysis
Initial workshop 16
Analysis of used transactions on the systems - SOD 40
Analysis of used transactions on the systems - GDPR 20
User license optimization analysis 40
Workshop with business concerning SoD and GDPR
risks (FI, HR, Procurement, IT 6 hours each business
area) 48
Document detailed Authorization Concept 20
Design
Presentation of Authorization concept incl. SoD and
GDPR ruleset 8
Development of 16 GDPR roles (3 hours pr. role) 42
Development of 14 non SoD roles (3 hours pr. role) 48
Development of 40 SoD roles (3 hours pr. role) 120
Define processes for license and compliance reporting
incl. Housekeeping activities 16
Test & Go live - Support
User mapping 18
User assignment 10
Communication to users and stakeholders 8
Hyper Care
Monthly correction of roles based on auth. Errors from
users (16 hours pr. month for 2 month 64
Update of Authorization concept 8
Total hours 526 () 0 0 () 0| 0 0 O 0 0 0 O 0 O
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SAP COMPLIANCE PROCESS

v' Mitigation of prioritized risks
v New projects in the pipeline, changes in | v' Coordination of remediation activities among
organization, product roadmaps, strategies internal and external stakeholders.

v Identification of risks

Annual AUdit report / v Estimation on mitigation of risks
Risk baseline

Prioritization Risk
of risks mitigations

J
I - - .
K Periodic review
Governance model
J
A
v' Create or update governance structure and
processes
¥ How, when, whom? v Monthly risk report with recommendations and status

v’ Escalation paths

on ongoing activities.

Monthly meeting to align and discuss risks and
activities.

Changes (organization/processes/usage/new threats)
Update of risks and mitigations

Update prioritization of risks

Update estimation for risk mitigations

<

AN
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